[Context] Many software projects fail due to problems in requirements engineering (RE).
Introduction
The importance of high-quality requirements engineering (RE) has been widely accepted and well documented. RE constitutes a holistic key to successful development projects [1] . However, industry is still struggling to apply high-quality RE practices [2] and getting a further understanding on common RE problems and their causes is of great interest to both, industry and academy.
Many researchers have addressed identifying and analyzing RE problems faced by industry [3] [4] . More recently, a project called NaPiRE (Naming the Pain in Requirements Engineering) comprises the design of a family of surveys on RE practice and problems, and it is conducted in joint collaboration with various researchers from dierent countries [5] . The main goal of this project is to provide an empirical foundation on the state of the practice in RE to allow steering future research in a problem-driven manner. The NaPiRE survey includes several countries around the globe 1 .
From the perspective of practitioners, information on RE problems could be particularly useful to discuss how to prevent the occurrence of such problems in their projects. An efficient means for preventing RE problems is the causal analysis [6] , which involves identifying causes of problems to address them through concrete actions to prevent them in future projects. Kalinowski et al. [7] provide a comprehensive industrial experience report on conducting causal analysis on RE problems. One of the main difficulties reported during causal analysis sessions concerns the absence of a starting point for identifying potential causes [6] , as there is no general documented and empirically grounded knowledge on common causes of critical RE problems usable as a starting point.
Data collected in the NaPiRE survey include information on critical RE problems and their causes. An initial effort to organize knowledge on common causes of critical RE problems has been recently undertaken based on NaPiRE data from the Brazilian replication [8] . In this paper, we extend this research by further analyzing a specific and critical selected RE problem: incomplete/hidden requirements, based on data from the NaPiRE replications conducted in Austria and Brazil. We use the data to (a) characterize the criticality of the selected RE problem, and to (b) analyze the main causes reported for the problem. Based on this industrial feedback, we discuss actions for preventing the problem. As a result of the replications, we received complete answers from 14 different organizations in Austria and 74 in Brazil, including small, medium and very large sized companies, conducting both, plan-driven and agile development. Respondents from both countries cited the selected problem as one of the most critical RE problems. We graphically represent the causes cited by the organizations and discuss solution options for addressing the most common reported causes.
The remainder of this paper is organized as follows. Section 2 describes the background on surveys on RE problems and on the NaPiRE project. Section 3 describes the NaPiRE survey replication in Austria and in Brazil. Section 4 presents the survey results on the criticality of RE problems in both countries. Section 5 contains the analysis of the selected problem including its main reported causes and the discussion on solution options for addressing them. Finally, Section 6 presents the concluding remarks and future work. 
Background
As background for this paper, we describe related work on surveys on RE problems and the required information on the NaPiRE project.
RE Surveys
A well-known survey on causes for project failure is the Chaos Report of the Standish Group on cross-company root causes for project failures. While most of these causes are related to RE, the survey has serious design flaws and the validity of its results is questionable [9] . Additionally, it exclusively investigated failed projects and general causes at the level of overall software projects. Thus, unfortunately it does not directly support the investigation of RE problems in industry.
Some surveys have been focusing specifically on RE problems in industry. These surveys include the one conducted by Hall et al. [3] in twelve software organizations. Their findings, among others, suggest that most RE problems are organizational rather than technical. Some country-specific RE problem investigations include the surveys conducted by Solemon et al. [10] and Liu et al. [11] , with Malaysian and Chinese organizations, respectively. Khankaew and Riddle [12] , report on a survey with focus on more recently conducted semi-structured interviews with organizations from Thailand. These investigations provide valuable insights into industrial environments. However, as each of them focuses on specific aspects in RE, their results are isolated and not generalizable. To address this issue, the NaPiRE project was launched in a joint collaboration with researchers from different countries [5] .
The NaPiRE Project
The NaPiRE project resulted in the design of a global family of surveys to overcome the problem of isolated investigations in RE that are not representative [5] . Thus, a long-term goal of the project is to establish an empirically sound basis for understanding trends and problems in RE [13] . Currently several surveys are going to be replicated in several countries around the globe.
The design of the survey is aligned to a well-thought theory and its instruments have been extensively reviewed by several researchers [5] [13] . In summary, the NaPiRE survey contains 35 questions with focus on the following type of data from the responding organizations: (a) general information, (b) RE status quo, (c) RE improvement status quo, (d) RE problems faced in practice, and (e) RE problem manifestation (e.g., causes and impact). Further information on the project is available online 1 , including the target countries for survey replication and a sample of the questionnaire. Up to now, initial results from Germany have already been published [5] [13] . Currently, these initial results will now be updated by more recent trials in Germany and in other countries, such as Austria and Brazil.
This section describes the collected data in context of this paper based on the Austrian and Brazilian replication. Note that both replications apply the common design of the NaPiRE survey, including all relevant instruments (see [5] for details). Therefore, in this section we focus on the details on planning and execution aspects in both countries, i.e. in Austria and Brazil. To enable proper interpretations of the results, we include a description of the characterization of the responding organizations of both countries in this section.
Survey Replication in Austria
The Austrian NaPiRE survey replication was planned in two meetings with the general NaPiRE organizers from Germany. During these meetings, the online environment (EFS survey tool 2 ) was introduced and some guidelines for conducting the survey were presented. For the survey in Austria, the questionnaire, applied in Germany, was duplicated and hosted on the same online environment.
As the goal of the survey was to gain high quality feedback on topics related to RE, the invitation to participate in the survey was sent -in coordination with the general NaPiRE organizers -to selected experts in requirements and software quality engineering of representative organizations in Austria. The organizations covered development of embedded as well as information systems in different domains.
Invitation letters, including a link to the online survey and a password, were sent to the list of experts via e-mail in June 2014 and July 2014. In total, 22 of 25 invited experts logged into the online survey and provided answers between June and September 2014. Out of these, we received 14 completed surveys; 8 experts dropped the survey before completion. The median duration for completing the survey was about 30 minutes.
Survey Replication in Brazil
The planning of the survey replication in Brazil also involved two meetings with the NaPiRE general organizers 1 . Again, during these meetings, the online environment (EFS survey tool 2 ) was presented and some general guidelines for conducting the survey were provided. For this replication we decided to translate all instruments to Portuguese, the participants' native language.
Given the geographic dimensions of Brazil, to reach organizations from different regions and to collect representative data, the first author assembled a team of industry-focused researchers spread across the country. The strategy consisted of having researchers from the four main industry intensive regions of the country involved. The resulting NaPiRE Brazil team 1 comprises a researcher from the South of the country, one from the Southeast, one from the North and one from the Northeast. Additionally, we contacted Softex 3 , the association responsible for the most widely adopted software process improvement reference model in Brazil, the [14] , with over 600 assessments in Brazil. They promptly trusted us contacts of 254 organizations with currently valid MPS-SW assessments so that they could be invited to take part in the survey. Including a set of 80 additional relevant industry contacts from the authors (20 contacts per author on average), we created a list with contacts of representatives from 334 software organizations. We believe this set to be representative for the Brazilian software industry. Given the size of this industry (thousands of software organizations [15] ), an extensive survey to reach all of them would be almost impossible. We then configured the environment and sent the invitations with a link and password to the online survey to the list of contacts by e-mail. The survey was sent in December 2014, with reminders in January 2015 and February 2015. In total, 118 of the 334 invited organization representatives logged in to answer the survey. Out of these, we received 74 completed questionnaires (9 only read the initial instructions, 18 dropped at the first page of the questionnaire, and 17 dropped the survey later without completing the questionnaire). The median time to answer the survey completely was 29 minutes.
Characterization
To provide a summary of the characterization of the responding organizations in Austria and Brazil, we will present information on their company size, used process models, and RE standards. We will also present the roles of the participants within the organizations and their experience in this role. While the data from Austria is more representative to the European context and relies on carefully selected experts in requirements and software quality engineering, we believe that the large data set from Brazil serves as an interesting complement to enable further understanding the investigated phenomena. Concerning size, in Table 1 presents the data from Austria  and Table 2 presents the data from Brazil. It is possible to observe that, while in both countries we have small and large organizations, in the Austrian set the medium-sized organizations also play a relevant role representing 33% (cf. 251-500 employees) of the valid answers. Regarding the process model, Tables 3 and 4 shows that most of the surveyed organization adopt agile (mainly Scrum-based) process models, followed by iterative and incremental process models and the traditional waterfall model. Note that the respondents could nominate more than one process model typically applied in their organization. A slight difference is that apparently the V-Model XT is more popular in Austria (mentioned by 20.00% of the organizations) than in Brazil (mentioned by 5.41% of the organizations). It is noteworthy that some organizations reported to use more than one process model to handle different types of projects. One explanation for changing process models is that organizations might have to follow a waterfall like model during a bidding procedure while adopting Scrum after formal project assignment. (2) , and other process models based on agile (1) or plan-driven methods (1). Tables 5 and 6 presents the application of RE standards reported by the Austrian and Brazilian respondents. We can observe that in Austria most organizations adopt self-defined standards and few of them base their standards on external regulations and/or software reference models. In Brazil, on the other hand, most of the surveyed organizations follow regulation/reference-model-based standards. This, of course, may have been influenced by the strategy of also distributing the survey to the organizations with valid MPS-SW assessments. Nevertheless, many organizations answered that they follow the standards of the adopted development process and their own standards. To characterize the participants, the NaPiRE survey collects their roles in the organization and their experience. The roles in Austria and Brazil are shown in Tables  7 and 8 . It can be seen that participants in both countries are mainly project managers and business analysts. The main difference is that in Austria the answers are more evenly distributed between the roles, while in Brazil about half of the answers were provided by project managers. (7), quality assurance analysts (7), and people from the software engineering process group (4).
Finally, Tables 9 and 10 show that participants of both countries are highly experienced in their roles, with the majority having more than 3 years of experience. During the NaPiRE survey, based on a set of 21 precompiled general RE problems listed in the NaPiRE questionnaire [5] , participants were asked -according to their expertise -to rank the five most critical requirement issues. The outcomes in Austria and Brazil are shown in Tables 11 and 12 . In these tables, we present all issues that were cited among the five most critical requirements issues by at least 20% of the participants. We also show how often each problem was cited and how often it was ranked as the most critical. For instance, Table 11 shows that problem incomplete/hidden requirements was cited as one of the five most critical by 9 of the 14 Austrian participants (64.28%) and this issues has been listed as the most critical one by five of them (35.71%).
It is possible to observe that in both countries the most critical reported RE problems are related incomplete/hidden requirements, underspecified requirements, communication flaws between the project team and the customer, and communication flaws within the project team. Besides these problems, both tables also share the moving targets and time boxing problems. We believe that this very similar reported problem profile might be due to using similar process models (mainly Scrum-based, cf. Table 3 and Table 4 ). Differences in the criticality were observed in the "stakeholders with difficulties in separating requirements from previously known solution designs problem", which was cited by more than 20% of the participants in Austria, but not in Brazil. On the other hand, the problems "insufficient support by customer" and "inconsistent requirements" were cited by more than 20% of the participants in Brazil, but not in Austria. In this paper, we focus on the specific problem of incomplete/hidden requirements. According to Tables 11 and 12 this issue is highly relevant for both contexts, being the most cited problem in Austria and the second most cited problem in Brazil. Moreover, the majority of respondents have cited this issue as the most critical one in both countries (see the last columns of Tables 11 and 12 ).
Analyzing the Incomplete/Hidden Requirements Problem
Considering the specific problem of incomplete/hidden requirements, Tables 13 and  14 show how survey respondents from Austria and Brazil judge its applicability to their own projects (participants were asked to judge the applicability of all the precompiled RE problems). In this question, incomplete and hidden requirements were analyzed separately, which would not make sense for the question to rank the most critical ones discussed in the previous section, as these problems are often similar (requirements are often incomplete because there are hidden requirements which were not specified) and should therefore not be counted twice in a ranking.
It can be observed that in both countries most of the respondents consider the problem applicable/relevant to their own projects, with more than 75% and 65% agreeing or partially agreeing on its relevance in Austria and in Brazil, respectively. In fact, the judgements for both items, incomplete and hidden, were almost similar in each of the countries, which reinforces the decision of analyzing them together as incomplete/hidden requirements when discussing the most relevant problems and their causes. Six of the nine respondents from Austria that reported incomplete/hidden requirements among the most critical ones also listed causes for this problem. We analyzed their textual cause descriptions, using the coding terms used for the German NaPiRE trial as a starting point and decided to add new terms only when strictly needed. As a result, we identified 7 causes (each one cited once) and no new coding terms were needed. Then, we represented these causes in a cause-effect diagram [16] , using the categories suggested in [6] : input, method, organization, people, and tools. The resulting cause-effect diagram is shown in Figure 1 .
We repeated the same process for the Brazilian data, in which 27 out of the 31 that reported incomplete/hidden requirements among the most critical ones also listed causes for this problem. We identified 18 different causes in the textual descriptions (in this case, the coding terms were slightly extended -adding four new terms -due to textual descriptions that could not be mapped to the previously provided terms). Given the size of this data set, we also counted the frequency in which each cause was cited (at all we had 35 cause citations). With this additional information on the frequency, we were able to build a probabilistic cause-effect diagram [17] [18] , which enables identifying the most common causes based on probabilistic percentages (in this case, their frequencies). Figure 2 extends the traditional cause-effect diagram [16] by (a) showing the probabilities for each possible cause to lead to the analyzed problem, and (b) representing the causes using grey tones, where causes with higher probability are shown closer to the center and in darker tones. The resulting probabilistic cause-effect diagram is shown in Figure 2 . We believe that this representation complements the information on causes reported for the problem in Austria. In fact, the causes reported in Austria are contained in the causes reported in Brazil, with additional causes and information on their frequency based on a larger sample. In fact, most of the most frequently cited causes in Brazil shown in Figure 2 were also identified in the results of the Austrian survey. According to the survey responses we highlight the missing qualification of RE team members, lack of experience, missing domain knowledge, unclear business needs and poor defined requirements as the main causes.
To address the first three of these causes, related to the people category, aiming prevention, we recommend training on best RE practices, selecting highly experienced requirements analysts and involving domain experts and/or providing appropriate training on the application domain. For cases were the lack of domain knowledge plays a significant role, we also recommend some specific domain immersive elicitation techniques, such as ethnography. Unclear business needs can be addressed by applying business case analysis that helps fostering discussions and clarifying business objectives and values and by facilitating a stronger involvement and clear communications of the customer. In context of RE joint RE workshops in collaboration with the customer might help to precisely identify the real business needs. Finally, the poor defined requirements could be addressed by providing a detailed requirements specification template and conducting peer reviews with appropriate inspection methods (e.g., checklists or reading techniques), ideally involving different stakeholders (e.g., users, designers, and testers) in the verification and validation process. These counter measures represent a set of initial strategies based on the experience of the study team, i.e., the authors.
However, during the NaPiRE survey, candidate measures to address these issues have been collected from survey participants. Table 15 and 16 presents an overview on risk and RE issue mitigation actions, reported by the participants in Austria and Brazil. These mitigation action can serve as an additional input (from industry projects) to investigate best practices to prevent the incomplete/hidden requirements problem. However, more detailed analysis is required to investigate (a) which mitigation actions are most promising to improve the incomplete/hidden requirements problem and (b) how to support engineers in better addressing these issue.s Table 15 . Mitigation actions for incomplete/hidden requirements reported in Austria.
Mitigation Actions for Incomplete/Hidden Requirements
Having testers testing requirements.
Increased efforts during the review process.
After project retrospective with project team.
Checklists for requirements. Table 16 . Mitigation actions for incomplete/hidden requirements reported in Brazil.
Improve the documentation and conduct more meetings with the developers to detect analysis defects.
Hire or specialize a requirements analyst.
Creating templates.
Creation of a DoR (Definition of Readiness) for the team.
Invest more time in requirements specification, using scenarios and prototypes to gather requirements more completely.
Peer reviews involving testes.
Invest more effort in requirements validation using prototypes.
Peer reviews involving developers.
Provide training to the RE team.
Process models.
Avoiding including incomplete requirements, when already known to be incomplete, in development sprints.
Prototyping; technical reviews and consensus meetings.
Improve the analysis to be more detailed.
More frequent meetings with the customer to align expectations. Requirements reviews and frequent releases.
Improving the quality of the requirements documentation, or improving elicitation methods.
Developing requirements according to suggestions of the MPS-SW reference model. Improvement of the artefacts; adoption of software inspections.
Standardizing the requirements specifications, using a validation checklist and peer reviews.
Training, mentoring, selecting professionals with an adequate profile, a highly skilled team.
Reviewing the RE processes.
The customer should have a better understanding of the problem; requirements verification with all stakeholders (applying Perspective-Based Reading).
Concluding Remarks
Many projects fail due to problems in RE. In this paper, we further analyzed a specific and relevant RE problem: incomplete/hidden requirements. Therefore, we used the data of the NaPiRE survey replications we conducted in Austria and Brazil. We provided the basic characterization of the responding organizations (14 in Austria and 74 in Brazil), which include small, medium and large sized companies, conducting both, plan-driven and agile development. Thereafter, we characterized the criticality of the selected RE problem. Results showed that in both countries the survey respondents considered it one of the most critical RE problems (#1 in Austria and #2 in Brazil) and reported that it is applicable and relevant to their projects.
To provide further knowledge on the causes of this problem, we compiled all the causes reported in Austria into a cause-effect diagram and the causes reported in the large Brazilian sample into a probabilistic cause-effect diagram. Most commonly reported causes were missing qualification of RE team members, lack of experience, missing domain knowledge, unclear business needs and poor defined requirements.
Based on these causes, we discussed solution options on how to address them in order to prevent incomplete/hidden requirements in future projects. Furthermore, we compiled the lists of mitigation actions cited by the survey respondents from Austria and Brazil, which may serve as additional input for preventing the problem.
We believe that, from a practical point of view, this paper provides further insights into common causes of incomplete/hidden requirements and on how to prevent this problem.
Future work includes a more detailed analysis of NaPiRE Austria and NaPiRE Brazil surveys with regard to other RE problems, and to triangulate our results with data from other countries where NaPiRE was performed to increase the validity and reliability of the results achieved.
